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Introduction

About the Modelit Matlab Webservice Toolbox

The Modelit Matlab Webservice Toolbox makes it possible to create
webservices based on Matlab code in an easy manner at the lowest
possible cost.

In addition to this the toolbox provides utilities that will help you

implement these webservices, like utilities for creating XML output from
Matlab data,

encapsulating Matlab figures in HTML, converting JSON strings to Matlab,
serialize and deserialize to and from base64 encoded ASCII, or parallelize
tasks by making asynchronous calls to webservices. The toolbox provides
a number of examples that will help you getting started.

This user guide provides a step -by - step instruction for insta  lling the
toolbox and should allow anyone with basic Matlab knowledge to create
and deploy Matlab based webservices. In addition the user guide provides
many useful tips and tricks that we have learned over the years.

To get started right away, skip to ch apter 2.

User
terminal
(browser)

HTTP Server

i Remote
+ PHP, XSLT, internet L
or Javascript
— >~ XML
Binary
FTP
server
XML HTML
JSON PDF

Modelit Server
indows
Webserver w )

I
Matlab
process #1

Y

—

Matlab
process #N

database

Figure 1: Deployment options for the Matlab Webservice Toolbox
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Deployment options

Converting your Matlab code to a webservice makes it possible that this

code is used anywhere on the world. Your sof tware can be called from a
HTTP server, directlty from a browser, or by another computer program.

Apart from this interoperability advantage, making software available as a
webservice may help you comply with

corporate IT requirements, allows you to prote ct sensitive data, or simply
increase computing capacity by running many instances of single

webservice at the same time.

The toolbox has many deployment options (see Figure 1), and new ones

can be added upon request. The table b elow shows options that have
been applied in the past.

Deployment Typical setup
option

Browser to se rver, 1 Browser makes HTTP -GET request to Matlab

direct server;

1 Matlab callback generates HTML code that is
presented to the user. Utilities to encapsulate
Matlab figures in HTML pages are included in the
toolbox.

Alternative use:
1 Matlab generates dynamic PDF documents that
are opened in the browser of the user.

Application to 1 Application makes HTTP -GET or HTTP -POST

server request to Matlab server;

1 Incase of HTTP-POST request: common data
formats are XML, JSON or binary;

1 Matlab server replies with XML, JSON or binary
(serialized Matlab) message;

Special case: Webservice is called from Matlab using

urlread:

I The toolbox includes utilities to serialize and
deserialize Matlab variables. This makes it
possible to exchange Matlab variables between
Matlab server and Matlab session.

T The toolbox includes a
This makes it possible to parallelize tasks.

uti

Browser to server, 1 Browser makes request to HTTP server;
via external HTTP i HTTP server runs PHP, JavaScript or XSLT and
server makes HTTP -GET or HTTP -POST request to Matlab
server;
1 Matlab server replies with JISON or XML message;
1 Example: www.tripcast.nl
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Things the Modelit Webservice Toolbox cannot do

At this point the Webservice Toolbox cannot port complete Matlab
applications to web based applications, nor does it contain a web based
equivalent of Mat lab Guide. The toolbox can be used to create webservices
that implement GUI callbacks, but the GUI front end must be

implemented in HTML, JavaScript, PHP or the like.

Set ting up of a web - based solution

Figure 2 shows a typical se tup of a web based solution and shows the
components that are involved and how they interact. The figure shows

that a web based solution uses various components, like as HTTP -Server,
a Router, a Local (software) Firewall, Apache Tomcat, and a Matlab

compo nent. All these components require attention. The Modelit

Webservice Toolbox has been developed to the current version over a

number of years. It consists of a collection of software components , but

even more so it represents the know -how that is required  to set up stable
and performing web based solutions using Matlab. This user guide aims

to summarize this known  -how, and is not limited to Matlab issues only.
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Browser Browser users request information from
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Figure 2: Typical setup of a system using the Mod elit Matlab

Webservice toolbox
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Requirements

Typically , webservice s are deployed on a dedicated server or on a server

in the cloud as provided by (for example) Amazon EC2, while the software

is developed elsewhere. For this reason requirements are listed se parately
for the development environment and the deployment environment.

Obviously, software can be developed and deployed (or tested) on a single
computer, provided this computer meets requirements for development
and deployment. In fact, this user guid e assumes you will be doing this.

Requirements for development environment

To develop a webservice software package ready for deployment the

following is needed:

1 A Windows or Linux computer with Matlab 2 006b or higher installed on
it;

1 (optional) Matlab co  mpiler (*);

1 Modelit Matlab Webservice toolbox.

(*) Matlab compiler is not a requirement, but is recommended. Otherwise
each webservice instance will occupy a Matlab license. In compiled mode :
multiple webservice instances can run at no additional costs.

Requirements for deployment environment

To deploy this webservice software package you need the following:

T A Windows or Linux machine with Matlab or Matlab Runtime installed

*);

A connection to internet, preferably using a fixed IP-address ;

Access to any r outers that connect this computer to the internet so

that you can setup port forwarding;

1 Apache Tomcat 6.0 software or higher (version 8 recommended,
available for free at http://tomcat.apache.org );

1
1

(*) Matlab Runtime is obtainable for free at:
http://nl.mathworks.com/products/compiler/mcr/
Select the version that Matches the Matlab compiler that was used.

Difference between trial version and full version of the
toolbox

The trial version is full  y functional but contains pcode with a limited usage
time only. The pcode is generated with Matlab 201 3a, but should be
compatible with Matlab versions 200 6a and above.


http://nl.mathworks.com/products/compiler/mcr/
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Getting started

Contents of the install package

The install package is a zipfile name d matlabserver.zip (full version) or
matlabserver_pcode.zip (trial version).

Quick install instructions

This zipfile has two subdirectories:

1 matlabserver. This directory including its subdirectories is added to the
Apache Tomcat installation. See chapter 4.

1 matlabcode. This directory including and its subdirectories are added to
the Matlab path. See chapter 5.

Step by step install instructions

The next chapters explain the following tasks with step by step
instructions and verifications:

Installing Apache Tomcat (chapter 3);

Adding the Modelit Matlab Webservice Component to Apache Tomcat
(chapter 4)

Preparing th e Matlab development environment (chapter 5)
Creating an example Matlab program;

Configuring the Windows Firewall;

Setting up port forwarding for a local network.

E

E R EE]

After completing these tasks the example Matlab program that y ou have
created will be ready to be called from any internet browser.
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Installing Apache Tomcat on the Webserver Machine

Download Apache Tomcat

Go to http://tomcat.apache.org

™ Apache Tomcat - Welcoma! %

€« C' [ tomeat.apache.org

™

§ ii Apache Tomcat

Apache Tomcat Apache Tomcat

Apache Tomeat is an open source softw:

* Home

* Taglins The Java Servlet and JavaServer Pages s

* i Then Apache Tomeat is developed in an open
Download version 2 Apache Tomeat is intended to

e mvite you to parficipate i this open ¢
® Which version?

Apache Tomeat powers numerous large-

and organizations. Some of these users at

® Tomcat 7.0

¢ Tomeat 60 Apache Tomcat, Tomceat, Apache, the &
¢ Tomeat Connectors Apache Software Foundation.

® Tomcat Mative

® Archives

Navigate to the Tomcat 8.0 download section by selecting Tomcat 8.0
from th e download menu on the left side of the webpage. Now, under the
8.0 section download the Windows Service Installer, save it to disk.

Note: the Webservice toolbox requires Tomcat 6.0 or higher

&~ C' | [ tomcat.apache.org/download-00.cgi
® Tomcat Connectors You must verdy the mtegnty of'the downloaded fles. We prowde OpenPGF signatures tor every re
® Tomcat MHative signature should be matched against the EETS file which contains the OpenPGP keys of Tomeat's
o Archives We also provide an D5 checksum for every release file. After you download the file, you should cz
checksum for your download, and malce sure it 1s the same as ours

Documentation

Tomeat 8.0
Tomeat 7.0
Tomeat 6.0
Tomcat Conmectors

Tou are currently using http: //apache.proserve.nl/. If vou encounter a problem with this mirror, pl
mirror. If all mirrors are failing, there are backup mirrors {at the end of the mirrors list) that should b

Tomcat Mative
Wikd
ation Guide

Problems? 8.0.0-RC1

Please see the README file for packaging information. It explains what every distribution contains.

Other mirrors: | hitp:#apache. prozerve. nlf v |[change |

* s e e e

* Secunty Reports
e
* m ® Core:
* Nailing Tists o 1p (sap, mds)
# Bug Database o tﬂg;(p:gg )
¢« EC o 32-bit Windows zip (pap, mdS)
Get Involved © £4-bit Windows zp (pgp, mdd)
©  &4-bit tanum Windows ziv (pgp, md
* Omriew < _Z2it-bit Windows Service lustaller (ogp; QT
* SVIT Repositories * Full documentation:
¢ Buildbot © tar.gz (pgp, mdd)
* Reviewboard * Deployer:
* Tools © zp (pgp, md3)

© tar.gz (pgp, mdS
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Run the Apache Tomcat Installer

Run the installer. A number of screens will appear. In general, only the
screen "Configuration Options" requires input.

The user is prompted for a port number, username and password and the
path to the Java Runtime Environment (JRE).

1 The port number determines the port number th at should be used
to access your Matlab callback function. To change it afterwards,
rerun the installer or edit the server.xml file in the Tomcat/conf
directory, see below.
1 The username and password are optional. Specify these if you want
to inspectthe s erver status and manage the installed applications
from a web -console, see "Add/change users in the tomcat -
users.xml" below. Use a User Name of choice.
1 In general the JRE will already be installed. If not go to
www.java.com  and download and install the req uired JRE.

Bl Apache Tomcat Setup

License Agreement ' =
Flease review the license terms before instaling Apache Tomcat,

This wizard will guide you through the installation of Apache Press Page Down ko see the rest of the agreement.

BH Apache Tomcat Setup

Welcome to the Apache Tomcat
Setup Wizard

.apache.org

| -~
It is recommended that you close all other applications Apache License =
before starting Setup. This will make it possible ko update Version 2.0, January 2004
relevant system files without having to reboot your hktp:fiwnw, apache.orgflicenses]
camputer,
TERMS AMD COMDITIONS FOR USE, REPRODUCTION, AMD DISTRIBUTION
Click Mexk bo continue.,
= 1. Definitians.
g "License" shall mean the terms and conditions For use, reproduction,
and distribution as defined by Sections 1 through 9 of this docurment. ~

If you accept the kerms of the agreement, click I Agree to continue, You musk accept the
agreement to install Apache Tomcat,

Apache Tomcat 7

[ <pack | 1agee | [ cancel |
B8 Apache Tomcat Setup B8 Apache Tomcat Setup: Configuration Options Elg\@
Choose Components s Configuration b
Choose which features of Apache Tomeat you want ta install, Tomcat basic configuration.
Check the components you want to install and uncheck the components you don't wartk to Sy Sl R 8005

install, Click Mexk ta continue,

HTTR{1.1 Cannector Port G080
Select the type of install:

r, select the cptions| Tomeat Description AIR{1.3 Connector Port 5003

components you wish ko -
install: Start Menu Items

Documentation Windows Service Mame | Taomcatd ‘

Manager

O

Create shortcuts for all users

[] Host Manager

[ Examples Tomcat Administrator Login  User Hame

{optional}

Rales manager-gui

Space required: 10, 7ME

< Back ” Next = l[ Cancel [ < Back ” Next = }[ Cancel
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B8 Apache Tomcat Setup

Java Virtual Machine . = Choose Install Location . =
Java Wirtual Machine path selection. Choose the Folder in which to install &pache Tomcat.,

Bl Apache Tomcat Setup: Java Yirtual Machine path selection ‘ZHEH‘Z‘

) Setup willinstall Apache Tomeat in the following folder, To installin a different folder, click
At el i Pt O € 31 2 G o s 5 s e o i i Browse and select another folder. Click Install o start the instalation.,

L
| ~+iProgram Files\Javaljre? ‘ E Destination Faldet

Browse...

Space required: 10, 7MB
Space available: 115.0GE

< Back ” fext = l[ Cancel < Back ” Instal l[ Cancel

3.3 Verifying the Tomcat Installation

1
w furd ¥
(gt | Monitor Tomeat ) Select B start :

1 Select "All programs/Apache Tomcat 8.0/Monitor

Tomcat";
1 The Tomcat icon becomes visible;
1 Initially Tomcat will be in idle mode. Dou ble click the
icon in the tray. The Tomcat console becomes
visible;

9 Press the start button;
1 Tomcat is now running;
I The Tomcat console can be closed.

o Apache Tomcat B.0 TomcatB Properties El

Gereral ‘Lugorv Logaing | Java | Startup || Shutdown

Service Name:  Tomcatd

Display name:

Description: Apache Tomcat &.0.0-RC1 Server - http:ﬂp’tomcat.apatl

Path to executable:

Startup bype: Manual o |

Service Status:  Started

Figure 3: Tomcat Console.

Now verify the installation by typing the follo wing address in the br o\
address bar:  http://localhost:8080 for the standard installation.
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™  Recommended Reading

Security Considerations HOW-TO

Mailing Lists
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:

che Software Fo

ttp://www.apach

Server

undation
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Find Help

Status

&

Manager Application HOW-TQ
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Host Manager

Developer Quick Start
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Migration Guide
Security Notices

acha Hor
ssoures

If this screen appears, you have successfully installed Apache Tomcat, and
you are ready to install the Modelit Matlab Webservice Toolbox as
described inch apter 4.

Changing Tomcat after installation

Adjusting the Tomcat port by editing the server.xml

By default Apache Tomcat is configured to run on port 8080. After

installation the port can be changed by editing the server.xml f ile which is
located in $TOMCAT_HOME/conf (e.g. C: \ Program Files \ Apache Software
Foundation \Tomcat 8.0 \conf\). To change the port change the value 8080

in the following block of code into the desired port number.

listing of .. \Tomcat 8.0 \conf\server.xml

<! -- A"Connector" represents an endpoint by which requests are received
and responses are returned. Documentation at :
Java HTTP Connector: /docs/config/http.html (blocking & non
Java AJP Connector: /docs/config/ ajp.html
APR (HTTP/AJP) Connector: /docs/apr.html
Defineanon - SSL HTTP/1.1 Connector on port 8080

- blocking)

- >

<Connector port=" [BB88" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

<! --  A"Connector" using the shared thread pool -

-end of listing -

Add/change users in the tomcat -users.xml

To be able to inspect the server status and manage apps from a web -
based console (accessible at  http://localhost:8080) a user with a
passworda nd r ol e o6-mahéagenst def i nesers.xmin

be

10

t

he

t 0 m¢
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in the Tomcat conf directory. If you did not specify the Tomcat
Administrator Login during installation you can add this information
manually.

listing of .. \Tomcat 8.0 \conf\tomcat -users.xmil

<tomcat - users>

<l --
NOTE: By default, no user is included in the "manager - gui" role required
to operate the "/manager/ntml" web application. If you wish to use this app,
you must defi ne such a user - the username and password are arbitrary.

- >

<l --
NOTE: The sample user and role entries below are wrapped in a comment
and thus are ignored when reading this file. Do not forget to remove
<l....>that surrounds them.

- >

<l --

<r ole rolename="tomcat"/>
<role rolename="role1"/>
<user username="tomcat" password="tomcat" roles="tomcat"/>
<user username="both" password="tomcat" roles="tomcat,role1"/>
<user username="role1" password="tomcat" roles="role1"/>

- >

</tomcat - users>

-end of listing -

After restarting Tomcat the Server status and App Manager are accessible
to the defined user(s).

11
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4 Adding the Modelit Matlab Webservice Component
to Apache Tomcat

4.1 Copying the ~ Web -inf directory to your disk
Unzip the file MatlabServer.zi  p to $STOMCAT_HOME \webapps \

After this, the directory structure should look like this:

= = [Apache Software Foundation]
= J[Tomcat 8.0]
[(J[bin]
# [ [conf]
(J[ib]
[T logs]
[J[temp]
= _J[webapps]
# [ J[docs]
+ I [manager]
= [matlaEsewer]
= [ web-inf]
[ [lib]
+-|__I[Hoot]

Figure 4: Directory structure after copying matlabserver directory.

This installs a webservice that can be accessed from any browser as:
127.0.0.1:8080/matlabserver/myExample *)

(*) assuming you installed Tomcat with port 8080

See al so: Averifying the se&b6y.l et installationo
The remainder of this chapter shows how to change the p arameters of the
servlet. If you are happy with the default settings you may skip this to a
later date.
4.1.1 Alternative location of WEB_INF

In this guide we will assume that you have copied Web _inf to:
$TOMCAT_HOME \webapps \matlabserver \Web -inf.

As aresultthe path to any Matlab webservice defined on this computer

will look like:
"<|[PADRESS: PORT> /matlabserver/<name>".
With <name> a service name that is defined in web.xml.
You may however pilianded tflod dieWeb anywher e i n Tomc

Awebappso f etauperif.youEapy web_inf to:
$TOMCAT_HOME \webapps \algorithm \Web -inf

12
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Your webservice is accessible as:
"<IPADRESS: PORT> /algorithm /<name>".

As a special case you may copy fAweb_info
$TOMCAT_HOME \webapps \ROOT\Web - inf
In this case your webservice is ac cessible as:
"<IPADRESS: PORT> /<name>".

Configuring the servlet

The step above will install a software component known as a servlet . This
servlet receives http requests on the connector port (for example 8080)

and forwards these to Matlab callback func tions on one or more ports of
choice.

The file

$TOMCAT_HOME \webapps \ matlabserver \WEB-
INF\lib\ MatlabServer.jar
contains the java classes used by matlabserver.

The file

$TOMCAT_HOME \webapps \matlabserver \WEB-INF\web.xml
contains the configuration d ata for the matlabserver servlet that you
might want to modify.

You can specify the port numbers the servlet forwards its requests to. If
multiple ports are specified, the incoming requests will be distributed over
these ports.

This provides a load balan  cing mechanism: The computational load is
distributed over multiple processes. Typically each Matlab session will
listen to one port. Ports can be defined in the red area in the listing.

13
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path
to/ffrom

WAN

Firewall Firewall on webserver machine verifies
(IP=w.x.y.z?) that sender is in allowed list
J
\ Matlab rviet writ ts t
) atlabserver servlet writes requests to
Logfile .| matlabserver a log file and forwards requests to the
servlet . S A
- j_‘_C port with minimum requests in queue.
‘ C tational load b d
omputational load may be sprea
se';/lsﬁg?]tiﬁl se';/lsﬁgib#z se'\sﬂs?g?]b% over multiple Matlab processes on
Z Z y multi core machine
A A A
Callback Callback Callback .
listening to port listening to port listening to port f;?ﬂ%ascégﬁl?sls with request and
4444 4445 4446
hardware software
component D component
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listing of .. \Tomcat 8.0 \webapps \matlabserv er\Web -inf\web.xml

<?xml version=01.00 -850-ddi?rg=01 SO

<web-app xmlns=0http://java.sun.com/ xml/

ns/javaeeo

xmlns: xsi=o0ohttp://www. w3. o+4i g1/sZ2®@NnX/eXML Sc h e ma

Xxsi:schemalLocation=0http://java.sun.
http://java.sun.com/xml/n sljavaee/web -app_2_5. xsdo
version=02.50>

<display - name>Modelit Matlab server</display - hame>
<description>

Connecting java servlets with Matlab
</description>

<servlet>

<servlet -name>servletl </servlet - name>
<servlet - cla ss>nl.modelit. matlabserver.MatlabServiet</serviet

<init - param>

<param - name>port</param - name>

<param - value> 4444,4445 4444 <[param
</init - param>

<init - param>
<param - name>mode</param - name>
<param - val ue>normal </param - value>
<finit - param>

<init - param>
<param - name>/og </param - name>
<param - value> </param - value>
<finit - param>

<init - param>
<param - name> </param - name>
<param - value> “4</pa ram- value>
<finit - param>
</servlet>
<servlet - mapping>
<servlet -name>servletl </servlet - name>

<url - pattern> /myExample </url - pattern>
</servlet - mapping>

</web - app>

-end of listing -

15

com/ xml/ ns/java

- class>

- value>



www.modelit.nl

Modelit Matlab Webservice Toolbox, User Guide

Configurable Description
parameters
servle t-name | Make sure

servlet/servlet -name
corresponds to:
servlet -mapping/servliet -name.

url - pattern

Specify the path where the url where the webservice will
be available.

Notes on urlpattern

To access the webservice for this example the url tha t
must be entered is:
http://localhost:8080/matlabserver/myExample

This is because the "Web  -inf" directory resides in
"Tomcat 6.0 \webapps \matlabserver".

Change the directory name "matlabserver" to another to
change the url. For example, if the directory name
"matlabserver is" replaced by "services" the url

becomes:

http://localhost:8080/services/myExample

Move the contents of "Web  -inf' to

"Tomcat 6.0 \webapps \ Root\Web -inf" and the url will
change to:

http://localhost:8080/ myExample

port

Comma separated list with port numbers. Specify a t
least one port number. External calls will be distributed

over all specified ports.

N.B. If no callback is specified for a specific port a

timeout will occur on the first call. Subsequent calls will

no longer be directed to this port. Therefore there is not
too much harm in specifying more ports than you

initially need.

By default, requests will be forwarded to port number
specified at Aporto at | ocal hg
another physical machine, include the IP address of this

machine by prepending the IP address of the alternate
machine to fAport 0 -&ddresepod)y nt a x

mode

"normal” or "debug".
If debug is specified additional information is written to
the tomcat8 -stdout.log file in the Tomcat logs directory.

Maxim um gueue length for every port number.

Maximum length of logging message. If the length of a
request exceeds this number, all characters beyond
position "log" will not be included in the log file.
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Setting up multiple webservices on one computer

Iti s possible to specify different webservices that run on a single machine.
Adapt the file web.xml in the following way:

listing of .. \Tomcat 8.0 \webapps \matlabserver \Web-inf\web.xml
<?xml version="1.0" encoding="ISO - 8859-1"?>

<web- app xmins="http://jav a.sun.com/xml/ns/javaee"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemalocation="http://java.sun.com/xml/ns/javaee

http://java.sun.com/xml/ns/javaee/web -app_2_5.xsd"
version="2.5">

<display - name>Modelit matlab server</display - hame>
<description>

Connecting java servlets with Matlab
</description>

<servlet>
<init - param>
<param - name>port</param - name>
<param - value> 4444 4445 </param - value>
</init - param>

<servlet -name>servletl </servlet - name>
<servlet - class>nl.modelit.matlabserver.MatlabServlet</servlet - class>
</serviet>

<servlet - mapping>
<servlet -name>servietl </servlet - name>
<url - pattern> /myExample </url - pattern>
</servlet - mapping>

<servlet>
<init - param>
<param- name>port</param - name>
<param - value> 4446,4447 </param - value>
</init - param>

<servlet -name>servlet2 </servlet - name>
<servlet - class>nl.modelit. matlabserver.MatlabServlet</serviet - class>
</servlet>

<servlet - mapping>
<serv let - name>serviet2 </servlet - name>
<url - pattern> /yourExample </url - pattern>
</servlet - mapping>

</web - app>

-end of listing -

Load balancing

Load balancing is the process of distributing tasks over different
computers or (as in the current case) processes. If multiple ports are
specified in the web.xml (see above) the incoming http requests will be
distributed over these ports. The Webservice toolbox provides a
mechanism to implement Matlab callbacks that listen to a specific port
(see chapt er 6). Multiple Matlab processes can be started, where each
process contains a callback that listens to one of the ports specified in

17
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web.xml. In this way http requests are processed in parallel by different
Matlab processes. E specially on multi  -core processors this increases
capacity and reduces response times.

Queuing

Under heavy loads the webservice toolbox will behave as follows:

1 The server will first try to find a "free" port to handle a specific
request, where "free" mean s that the process is not currently waiting
for a reply on a message that was sent to this port;

1 If all ports are "busy" it will add the request to the end of the queue
with the minimum number of request in it;

1 If at the time of a request all queue lengths exceed a specific number
(currently fixed at 4) for all ports the server will immediately return the
request with the message "Server Busy".

(input)

(input)

webserver (in)

(input)

(input)

webserver (in)

@ port 8080 @ port 8080
i | | | L[ calback } | I | [ J0b1 calback
foml } | } | } | | @ port 4444 foml } | } | } (input) @ port 4444
i } | } i } i } callback i } | } i } i } callback
Sl | | | Sl | | |
| } | } | } | | @ port 4445 | } | } | } | | @ port 4445
i } | } i } i } callback i } | } i } i } callback
- | | | - | | |
| [l [l [l r{ @port4446} | [l [l [l ‘ @port4446}
webserver (out) webserver (out)
@ port 8080 @ port 8080

|
webserver (in)
@ port 8080

i | | [ Joba callback
. } | } | } (input) @ port 4444
| } | } [ } Job 5 callback }
websenver (1) ™ | | || (npury @ port 4445
‘ L] | ['[ sob6 |[ b3 callback
} | [ [ aoba | [ ob1 callback \ I || Gnpw) | | (inpuy @ port 4446
. } | } (input) (input) @ port 4444
»j } } } 1 } Job 2 callback webserver (out)
| I I | | (Ginput) @ port 4445 @ port 8080
i | | [ Job3 callback
] i i | | (input) @ port 4446
webserver (out)
@ port 8080
Figure 5: Demonstration how a platoon of jobs propagates through a

setup of 3 parallel "pipelines”. Each queue contains a
maximum of 4 jobs. If all queues are full, the webservice
toolbox will bypass the queue (indicated by the dotted arrow)
and immediate ly return a "no capacity" message.
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Failover

When there is no reply to a request that is forwarded to a port, it is likely

that no callback is listening to this port. In this case, also future requests

will remain unanswered. For this reason this port is re moved from the list
of ports that are considered.

Failover recovery
Removal of a non -responding port is permanent. The only way to restore
all ports is to restart Apache Tomcat.

Verifying the servlet installation

To verify the servlet installation call th e servlet with for example two
arguments:
http://localhost:8080/matlabserver/myExample?argl=1&arg2=2

(again replace 8080 with the port number on which Tomcat is running).

The message "no port available" appears because no Matlab session is
listening to a ny of the in the web.xml defined ports.

&« C | [ locahost:B080MatlabServer /myExample?arg1=1Rarg2=2

This 2L file does not appear to have any style information associated with it. T

¥orootx
¥<result>
<coder503</ codes
<textrNo ports available</rtext:
</results
</rootx

Troubleshooting

If you receive a 404 error like in the figure below, the most likely cause is
that the url you are viewing is not consistent with the settings in web.xml
(see section 4.2). In particular note that the url must be typed case
sensitive!.

[ apache Tomeatis.0.0-RCL - %

« C A | [ localhost:2080/matlabserver fwrongpath?argl =1&arg2=2

HTTP Status 404 - / matlabserver/wrongpath

T status report
NS fmatlabserver fwrangpath
The requested resource is not avaiable.

Apache Tomcat /8.0.0-RC1
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5 Preparing the Matlab development environment
5.1 Method 1: use the default startup.m that comes with the
toolbox
For a quick try of the toolbox, follow these steps:
1 Make sure that the web  -inf directory is installed (see chapter 4),
T Locate the directory NoadittMatiab\Vebsdréice i n t he
Toolbox install package i natlab serverzip 6 ( ful l version) or

fimatlabserver_pcode.zip 0 tri@l version) ;
1 Copy the con tents of this directory to a location of your choice;
1 Create a desktop icon that starts Matlab in this location;
1 Start Matlab from the desktop shortcut and follow instructions.

You may now p NVerifyiagehk Webservite installation 0 (section
5.3)
5.2 Method 2: integrate the toolbox with your existing project
521 Installingm  -files

The Modelit Matlab Webservice Toolbox install package is a zip file
MatlabServer.zip (or matlabserver_pcode.zip for trial version).

The source code i s organized in three directories:

1 matlabcode. this directory contains a number of m files that represent
the core functionality of the toolbox;

1 matlabcode/examples. this directory contain example programs as
used in this guide;

1 matlabcode/utils. This direc  tory contains utilities that may be useful
when implementing you own webservices.

These separate directories need to be added to your Matlab path. The

Matl ab command for this is fiaddpatho. It i
your Matlab startup.m file so that it includes the commands that add

these directories to your path. The toolbox comes with a default startup.m

that already sets the correct path.

5.2.2 Setting the static Java classpath for Matlab sessions

Matlab loads its static Java classpath at startup from t he file
"classpath.txt". This file is usually located in the directory that is returned
by the command "matlabroot”. Normally Matlab users do not need to
change the static classpath, but users of the Modelit Webservice Toolbox
need to add the full path to MatlabServer jar to this path.

For this purpose the file classpath.txt must be copied from the Matlabroot

directory to the Matlab startup directory before any edits are made,
otherwise these edits will affect all users that share the matlabroot.
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Note for Matlab versions 2012b and up:

As of Matlab version 2012b Matl ab ignori
the Matlab startup directory. Instead Matlab looks for a file called

ijavacl asspath.txto. So the file cl assj
to th e Matlab startup directory and renamed to javaclasspath.txt.

This section describes two ways to apply these edits. The first way is to
run a script called "editClasspath.m". The second way is to manually edit
the classpath file.

Running editClasspath.m

The function "editClasspath.m" reads the file classpath.txt from Matlabroot
and appends MatlabServer.jar tot the end of the classpath and saves a
modified copy of classpath.txt (Matlab 2012b and up: javaclasspath.txt)

in the startup directory. For most users this is an easy and adequate way
to edit the static Java classpath.

Proceed as follows:

1 Start a Matlab session using the startup directory that you intend to
use for the project that involves the Modelit Matlab Webservice
Toolbox;

1 Type addpath(<dirN ame>) on the command prompt, where
<dir Name> is the directory where the files MatlabServer.jar and

editClasspath.m reside (for example: c: \Program Files \Apache
Software Foundation \Tomcat 8.0 \webapps \ROOT\WEB-INF\Ilib\);
T Run editClasspath from the command pr ompt;
1 Close your current Matlab session and restart Matlab;
1 Type "javaclasspath" on the command prompt and check that
MatlabServer.jar including its path is listed under the Static Java Path.
Matlab versions prior to 2012b: editing the classpath.txt file manually

If for some reason the above does not work for you, for example, you
have already made modifications to the classpath.txt file that should not
be made undone, you may manually edit the classpath.txt file.

Proceed as follows:

i Start a Matlab sessi on using the startup directory that you intend to
use for the project that involves the Modelit Matlab Webservice
Toolbox;

T Locate the classpath.txt file by typi
command prompt;
9 If this file is located in Matlabroot, make a copy of this file in the

Matlab startup directory, otherwise your edits will affect all Matlab
users on your system that share Matlabroot;
9 Edit the file classpath.txt by typing "edit classpath.txt";
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1 Append the full path to the MatlabServer.jar to the file , this file resides
in $TOMCAT_HOME \webapps \ matlabserver \WEB-INF\Ilib\.
For example in the default installation add the following line:
C:\ Program Files \ Apache Software Foundation \ Tomcat
8.0 \ webapps\ matlabserver \ WEBINF\ lib \ MatlabServer.jar
i Save classpath. txtinthe currentdirectory ,i.e.the directory that
appears after typing pwd on the command line;
Restart the Matlab session to activate new java classpath;
Type "javaclasspath" on the command prompt and check that
MatlabServer.jar including its path is listed under the Static Java Path.

E

Matlab versions 2012b and up: editing the javaclasspath.txt file manually

If for some reason the above does not work for you, for example, you
have already made modifications to the classpath.txt file that should not
be made undone, you may manually edit the classpath.txt file.

Proceed as follows:
i Start a Matlab session using the startup directory that you intend to
use for the project that involves the Modelit Matlab Webservice

Toolbox;
1 Locate the javaclasspath.txt fi l e by typing fAwhich('javacl as:
on the command prompt;
T If this file is not found, rename the file :«
ijavaclasspath.txto in de startup directory.
1 Edit the file javaclasspath.txt by typing "edit javaclasspath.txt";
1 Append the full path to the MatlabServer jar to the file, this file resides
in $TOMCAT_HOME \webapps \ matlabserver \WEB-INF\Ilib\.
For example in the default installation add the following line:
C:\ Program Files \ Apache Software Foundation \ Tomcat
8.0 \ webapps\ matlabserver \ WEBINF\ lib \ MatlabServer.jar
1 Save javaclasspath.txt in the current directory , i.e. the directory that
appears after typing pwd on the command line;
1 Restart the Matlab session to activate new java classpath;
1 Type "javaclasspath" on the command pr ompt and check that

MatlabServer.jar including its path is listed under the Static Java Path.
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Verifying the Webservice installation

Open a Matlab session.

From the Matlab command line, type:

server = createMatlabServer(4444)

You should get something similar to the following response:

server =

nl.modelit.matlabserver.MatlabServer@599d5b

If you get this response, you are ready to create your first Matlab -
webservice. Proceed to chapter 6.

Troubleshooting

f

1
1
1

Verify that you h  ave saved the modified file classpath.txt in the correct
location by typing:  which('classpath.txt") on the Matlab command
line. Remember that all java classes are cases sensitive;

Verify that you have restarted Matlab after changing classpath.txt.

Changes i n classpath.txt take effect after restarting Matlab;

Verify that you are using Matlab 2008 or later. The Webservice toolbox

has not been tested with earlier Matlab versions;

If you obtain the HTTP Status 404 error, verify that the url you

entered is consi stent with the url specified under URL pattern in section
4.2 . Note that the url is case sensitive.
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Matlab examples

The full source code for the examples given in this chapter is available in

the directory fAimatéabdbcotldeiexampl i es to t
the Webservice toolbox as well.

The Modelit Webservice Toolbox can be used in a variety of ways, but all
applications come down to a front -end making a request followed by the
backend responding to the request.

A number of design parameters define how a webservice is set up:

Design Use Popular choice
parameter

Request The method that the webservice 1 HTTP GET
method should use to extract data from a 1 HTTP POST

HTTP request. The Matlab Webservice
Toolbox detects the request method,
extracts the data using this method,
and transfers the data to a Matlab
callback function.

Exchange The convention that is used to 1 HTTP GET
format for represent data in the input string. The string
input Matlab callback function must decode T XML
the input  string accordingly. T JSON
M Custom format
Content type The method that an internet browser 1 text/html
for output should use to show the webservice T text/xml
response to the user. 1 application/pdf
Exchange The convention that is used to 1 HTML
format for represent the output data. T XML
output 1 JSON
9 Custom format

It would be abstract and unproductive to give a systematic description of
all possible options. This manual is limited to a few examples, see the
table below.

Front end Backend Result Examples
(Mat lab in
Webservice)

Internet browser Generates HTML View web pages that Section
Code are generated on 6.1, 6.3

the fly from Matlab

Internet browser Generates PDF View a dynami cally Section 6.4
code created PDF file

Remote Generates XML Use results of Matlab Section 6.2

application with code in remote
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XML interface application or web
including PHP and page
webpage
Remote M atlab Generates a Use computational Section 6.5
application serialized Matlab result of webservice
structure in Matlab application

The possibilities however are endless and the reader is encouraged to
experiment with new ways to utilize the toolbox.

HTML example

The code listing below constitutes the basic steps to initialize a
MatlabServer object that listens to a specific port and invokes a callback
when a request is made on that port. The basic steps are:

1. Create a MatlabSe rver object that listens to a specific port;
2. Set the callback to be executed when a request is made;
3. Start listening to requests.

% Create a server on the specified port, port should be a port specified in
% the web.xml in the matlabserver directory in t he Tomcat root
server = createMatlabServer(4444);

% Set callback to be executed when server receives a request from client
set(server, 'ServerlnvokedCallback’ , @HTMLCallback);

% Start the webservice
server.startServer;

% Note: A compact alternative f or the lines above is:
% server=startMatlabServer(4444,@HTMLCallback )

The code for this example is found in:
matlabcode \examples \startMatlabServer.m

To run this example, do the following:

1. Make sure that Tomcat is running;

2. If you have verified the Tomc at installation before any Matlab
function was running (see section 4.6 ), make sure Tomcat is
restarted before proceeding (simply "stop" and "start" Tomcat, see
section 3.3). This is because a prev  ious timeout might prevent the
webservice toolbox to probe the port where the timeout occurred;

3. Verify that "4444" is consistent with the settings in web.xml (see
section 4.2);

4. Start a new Matlab session
5. Copy and paste the cod e above to the command line;
6. Open an internet browser and type:

http://localhost:8080/matlabserver/myExample?argl=1&arg2=2
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You should now see the following HTML page:

[=EE
[ localhast:B080/MatishServer 3 Y
« C' | [ localhost:B0a0MatlabServer fmyExample?argl=18arg2=2 | =
15-Aug-2013 08:53:38
HTTP: GET

Query: argl=1&arg2=2
Port: 3333
From: 127.0.0.1

The HTML code for this page has been generated by the function
"HTMLCallback " The m -code for this function is included as an example in
the toolbox. The code is also listed below. HTMLCallback generates a few
lines of HTML code, and sets "content type" to "text/html" so that the

browser interprets the return value as HTML code.

The gener al implementation of any MatlabServer callback function is:

1. Get the request properties from the ServerEvent . Use event2struct to
convert the ServerEvent to a Matlab structure, see section 0;

2. Set the response properties of the ServerEvent and return the
ServerEvent to the client by using the sendResponse function, see
section 0.

function HTMLCallback(obj, event)

% HTMLCallback - Callback called by a MatlabServer object for generating a
% HTML re sponse

%

% CALL:

% HTMLCallback(obj, event)

%

% INPUT:

%  obj:

% handle to the MatlabServer object which triggered the callback
% event:

% ServerEvent with query and response information

%

% OUTPUT:

%  No output
%
% Cop yright 2008 - 2013 Modelit, www.modelit.nl

% It's good practice to always surround the callback with try catch
% and always return an answer to the client
try

% Collect some request information

S = event2struct(event);

% Generate the respo nse
response = HTML(S);
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% Return response to the client
sendResponse(event, response,

‘contenttype’ , 'text/html’ ) % The MIME type
catch me
sendResponse(event, errorMessage(me.message),
'statuscode’ , 500, .. % Statuscode 200: OK
‘contenttype’ , 'text/html’ ) % The MIME type

end

%

function text = HTML(S)

% HTML - Make a simple HTML string
%

% CALL:

% text = HTML(S)

text={ '<html><center>'
sprintf( '<h1>%s</h1>" ,datestr(now))
sprintf(  '<h2>HTTP: %s</h2>" ,S.RequestMethod)
sprintf( '<h2>Query: %s</h2>' ,S.RequestQueryString)
sprintf( '<h2>From: %s</h2>' ,S.RemoteAddr)
'</center></htm[>' >
text = [text{ 3

%

function text = errorMessage(msg)

% errorMessage - Make an HTML error message
%

% CALL:

% text = errorMessage(msg)

text={ '<html><center>'
sprintf( '<hl >%s</h1>" ,da testr(now))
sprintf( '<h2 style="color:red">%s</h2>' ,msg)
'</center></html>' %

text = [text{:}];

The code for this example is found in:
matlabcode \examples \HTMLCallback.m

To stop the example from running (and be ready for the next example)
apply on the Matlab command line:

>> server.stopServer;

XML example

By replacing " HTMLCallback " with " XMLCallback " in the example in section
6.1 we can use the Matlab Webservice Toolbox to implement a webservice
that returns XML d  ata.

To run the example, apply on the command line:

>> server=startMatlabServer(4444,@XMLCallback)

If you view the result in an internet browser you should see:
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@Iocalhost:BUEED,I'matIabserver *

€& = C M [ localhost:8080/matlabserver fmyExample?argl =1&arg2=3

Thus ¥L file does not appear to have any style mformation associated with it The document tree 15 shown below.

¥ <responses
“himerZi-Aug-Z013 01:07:51</cimex
<method>GET</method>
<from>127.0.0. 1</ from=-
<J/responses

The code for this example is shown below:
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function XMLCallback(obj, event)

% XMLCallbac k - Callback called by a MatlabServer object for generating an
% XML response

%

% CALL:

%  XMLCallback(obj, event)

%

% INPUT:

% obj:

% handle to the MatlabServer object which triggered the callback
% event:

% ServerEvent with query and response information
%

% OUTPUT:

%  No output

%

% Copyright 2008 - 2012 Modelit, www.modelit.nl

try

% Collect some request information
S = event2struct(event);

% Return response to the client

sendResponse(event, respo nse, ...
‘contenttype’ , 'text/xml’ ) % The MIME type
catch me
sendResponse(event, errorMessage(me.message),
'statuscode’ , 500, .. % Statuscode 200: OK
‘contenttype’ , text/xml' ) % The MIME type

end

%

function text = XML(S)

% XML - Make a simple XML
%

% CALL:

% text = XML(S)

% Make a simple XML
text = sprintf( '<?xml version="1.0"

?><response><time>%s</time><method>%s</method><fr om>%s</from></response>"'

datestr(now),S.RequestMethod,S.RemoteAddr);

%

function text = errorMessage(msg)

% errorMessage - Make an HTML error message
%

% CALL:

% tex t=errorMessage(msg)

text = sprintf( '<?xml version="1.0"
?><response><error>%s</error></response>' ,msQ);

The code for this example is found in:
matlabcode \examples \XMLCallback.m

HTML example with graph

The Matlab Webservice Toolbox contains a numbe r of utilities for

converting Matlab figures into HTML code.
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To view an example, activate the callback " FigureCallback"
>> server=startMatlabServer(4444,@ FigureCallback )

In an internet browser the output looks like:

EEE

[ localhost:s080/MatisbSsrve: % Y )

&« C' | [3 locahost:B080,MatlabServer /myExample

ir
m

Peaks

The code of FigureCallback isin  cluded in the toolbox.

This is a simple example with a single graph. Obviously it is possible to
generate complex html pages with multiple graphs, mixed with other html
elements. On could even include hyperlinks or other controls in such a
page that refer  back to the Matlab webservice that created the page and
thus create interactive pages.

function FigureCallback(obj, event)

% FigureCallback - Callback called by a MatlabServer object for generating a
% Matlab figure as response

%

% CALL:

%  FigureCa lIback(obj, event)

%

% INPUT:

%  obj:

% handle to the MatlabServer object which triggered the callback
% event:

% ServerEvent with query and response information

%

% OUTPUT:

%  No output
%
% Copyright 2008 - 2013 Modelit, www. modelit.nl

% It's good practice to always surround the callback with try catch
% and always return an answer to the client

try
HWIN = findobj( 'tag" ,mfilename);

if isempty(HWIN) || ~ishandle(HWIN)
HWIN = figure(  'tag’ ,mfilename);
peaks;
shading interp ;
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end

% Generate the response
response = fig2htmI(HWIN);

% Return response to the client
sendResponse(event, response,

‘contenttype’ , text/html’ ) % The MIME type
catch me
sendResponse(event, errorMessage(me.message),
'statuscode’ , 500, .. % Statuscode 500: Interval Server Error
‘contenttype’ , text/html’ ) % The MIME type

end
%

function text = errorMessage(msg)

% errorMessage - Make an HTML error message
%

% CALL:

% text = errorMessage(msg)

text={ '<html><center>'
sprintf( '<hl >%s</h1>"  datestr(now))
sprintf( '<h2 style="color:red">%s</h2>' ,msg)
'</center></h tml>" };

text = [text{:}];

The code for this example is found in:
matlabcode \examples \FigureCallback.m

PDF example

One could use Matlab to create a PDF document on the fly or, as in the
current example, read an existing PDF document from disk into a byt
array. If the content type is set to "application/pdf", browsers will display
the data returned from the webservice as a PDF document.

To view an example, activate the callback " PDFCallback"
>> server=startMatlabServer(4444,@ PDFCallback )

In an inte rnet browser the result is show as:

@Iocalhost:SDSDImatIabserva x

€« C M | [ localhost: 3080/ matlabserver /myExample

Modelit
Elizabethdreef 5
4101 KN Culembarg
The Netherfands
+31(345)531717 o

info@modelit.nl
www.modelit.nl

s

3

[E2
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function PDFCallback(obj, event)

% PDFCallback - Callback called by a MatlabServer object for generating a
% .pdf file as response

%

% CALL:

%  PDFCallback(obj, event)

%

% INPUT:

%  obj:

% handle to the MatlabServer object which triggered the callback
% event:

% ServerEvent with query and response information
%

% OUTPUT:

%  No output

%

% Copyright 2008 - 2013 Modelit, www.modelit.nl
try

% Generate the response
response =re  adBytesFromFile(fullfile(pwd, '‘MatlabWebserver.pdf' );

% Return response to the client
sendResponse(event, response,
‘contenttype’ , 'application/pdf’ ) % The MIME type
catch me
%In case of error, sent error message in HTM format
sendResponse(event, errorMessage(me.message),
'statuscode’ , 500, .. % Statuscode 500: Interval Server Error
‘contenttype’ , 'text/html’ ) % The MIME type
end
%

function text = errorMessage(msg)

% errorMessage - Make an HTML error message

%

% CALL:

% text = errorMessage(msg)

text={ '<html><center>'
sprintf( '<hl >%s</h1>"  datestr(now))
sprintf(  '<h2 style="color:red">%s</h2>"' ,msg)
'< [center></html>' %

text = [text{:}];

The code for this example is found in:
matlabcode \examples \PDFCallback.m

Communicate between Matlab sessions

The Modelit Webservice Toolbox makes it easy to call a Matlab function
that runs on a remote server from an y Matlab session and integrate the
results of this call into the client program.

The current example presents the code for the utility "remote_eval" . This
function is called in an equivalent way as the Matlab built in function
"feval", but causes the cal led function to execute on a remote machine.

This mechanism opens all kind of useful options, like:

1 Calling software modules that require datasets that are not available
for the client computer because they are proprietary or very large;
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Protect propriet ary software modules;

Offload difficult computations to a powerful central CPU;
Create a multiuser application;

Centrally manage specific software modules.

= =4 —a

The code of remote_eval is given below.

function value=remote_eval(url,fp,varargin)

% remote_eval - function that should be used on the client computer for
% remote execution of sepcified function

%

% INPUT

% url

% location of webservice. If empty, use example directory on
% localhost

% fp

% function pointer for functi on to execute
%  varargin

% arguments for function

%

% OUTPUT

% value

% result of function. Type depends on function.

if nargin==

%When called with no arguments: test this function.

%Note that callback must be active in remote Matlab thread. Beware if
%testing this example on localhost. Execute next line in SECOND Matlab
%session. server=startMatlabServer(4444,@MatlabCallback)

%Use utility "remote_eval" to test
%example 1

value=remote_eval( ", @max,[999,99,9],[9,99,999])
%example 2 (catch error)

value=remote_eval( " ,@max,[999,99,9],[9,99,999,9999])
return

end

if isempty(url)
url= 'http://localhost:8080/matlabserver/myExample?’ ;
end

%Apply convention:

% function and input data are stored in cell array
% first element of cell array is pointer to function

% next elements are input data
cmd_array=cat(2,{fp},varargin{:});

%serialize to byte string
cmdstr=serialize(cmd_array,true);

%call remote counter part
str=urlread([url,cm dstr(:)']);

%deserialize result
value=deserialize(str,true);

%verify that result does not originate from catch part

if isstruct(value)&&isfield(value, 'identifier' )
rethrow(value);

end
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The code for this example is found in:
matlabcode \examples \rem ote_eval .m

IMPORTANT:

The function remote_eval will only work if you install the webservice that
replies to the requests in another Matlab session. Note the example will
crash if you use remote_eval to call a webservice that is started in the

same Matlab session.

To start the webservice that replies to remote_eval, start a Matlab session

and execute:
>> server=startMatlabServer(4444,@ MatlabCallback )

The listing of MatlabCallback is given below.

function MatlabCallback(obj,event)

% MatlabCallback - Callb ack called by a MatlabServer object for
% implementing a proxy

%

% CALL:

%  MatlabCallback(obj, event)

%

% INPUT:

%  obj:

% handle to the MatlabServer object which triggered the callback
% event:

% ServerEvent with query and r esponse information
%

% OUTPUT:

%  No output

%

% Copyright 2008 - 2013 Modelit, www.modelit.nl

try

% Get the request string
S = event2struct(event);

% Deserialize the request string
input=deserialize_v2(S.RequestQueryString,true );

% Generate the response.

% Note: input{1} is function to apply

% inpute{2:end} are arguments to apply
output=feval(input{1},input{2:end});

% Return response to the client
sendResponse(event, serialize_v2( output,true));
catch
%In case of error, serialize error data
sendResponse(event, serialize_v2(lasterror,true));
end

The code for this example is found in:
matlabcode \examples \MatlabCallback.m

To run the example start a second Matlab session and execute:

>> value=remote_eval(",@max,[999,99,9],[9,99,999])
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value =

999 99 999
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Using the Webservice Toolbox with compiled Matlab
code

Reason for deployment in compiled mode

Typically the Matlab Webservice will be used to implement one or multiple
webservices that run on a 24/7 basis, or to run multiple webservices in
parallel for increased capacity.

To avoid that each webservice will permanently occupy a Matlab license,

the Modelit Webservice Toolbox supports compiled Matlab code. In oth er
words, any mfile that uses the Matlabserver Toolbox can be compiled to a
standalone exe file. Moreover multiple instances of a standalone

executable can run in parallel.

Compiling Matlab code to a standalone executable requires the Matlab
Compiler ™. The Matlab Compiler is a product of The Mathworks, see
http://www.mathworks.nl/products/compiler/

First note: Setting java classpath in the deployment
environment

In analogy to the Matlab development environment, the deployed
environment requires a modified static java classpath as well. Like in the
development environment this is done by placing a file classpath.txt
(Matlab 2012a and before) or javaclasspath.txt (Matlab 2012b and later)
in the direct ory where you execute your compiled executable.

The utility fAverifyClasspathFileodo facil
the presence of the file Aclasspath.txto
present, the utility creates a template by copying the fi le classpath.txt

from matlabroot/local. This template can then be modified and saved.

function ok=verifyClasspathFile
%verify if 'classpath.txt' or 'javaclasspath.txt' (depending on
%Matlabversion) is available

ok=true; %==> proceed with installing the webservice

%Define USECLASSPATH
% USECLASSPATH=true ==> file classpath.txt must be available in pwd
% USECLASSPATH=false ==> file javaclasspath.txt must be available in pwd
try
if verLessThan( 'matlab’ ,'8.0" )
USECLASSPATH=true;
else
USECLASSPATH=false;
end
catch
%verLessThan does not exist until Matlab version 2008a
USECLASSPATH=true;
end

if USECLASSPATH
fname_required=fullfile(pwd, ‘classpath.txt' );
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else
fname_required=fullfile(pwd, 'javaclasspath.txt' );
end
i f exist(fname_required, file' )&&0
%No message required
return
end

%Copy classpath.txt from matlab root to template
fname_source=fullfile(matlabroot, 'toolbox' , 'local' | ‘classpath.txt' );

[pth,nm]=fileparts(fname_required);
fname_template=fullfile( pth,[nm, ' TEMPLATE', "ixt' D

%Create template file. This is a copy of classpath.txt in
%matlabroot/toolbox/local
copyfile(fname_source,fname_template);

%Display instructions for sysadmin

disp( 'No valid classpath file was found.' );

disp( 'This must be corrected before the webservive can be started.' );
disp( 'A copy of the system classpath file was saved to:' )
disp(fname_template);

disp( 'Expand this file with the path to MatlabServer.jar. Then Rename to:' )
disp(fname_required);

disp( "' )

disp( 'Pressany k ey to exit program' );

pause

ok=false; %==> stop with installing the webservice

The code for this utility is found in: examples \verifyClasspathFile.m

Second note: prevent the webservice from exiting

If a function that installs a webservice using the Model it Webservice
Toolbox is called from the Matlab command window (in other words: in

the development environment), the webservice will remain active until
Matlab is closed.

If the same function is compiled to a standalone executable and ran, the
webservice will remain active until the function closes, which might be
immediately after the webservice is posted. Obviously, this is not what we
want, therefore some code must be added that prevents the function from
closing.

This can be done by including an infi nite loop after the webservice is
posted as in the following code snippet:

%Start loop to prevent the program from returning to cmd window. Everry 15
%minutes, display a status update in the console
while 1
disp(sprintf( '%s: #calls: %d #errors: %d Last call: %s' ) e
datestr(now),N,E,datestr(TCALL)));
pause(900)  %wait 15 minutes
end

Another way might be to post a figure as in the code snippet below.
Matlab will not exit before the user closes the figure.

HWIN=figure( 'Name' , 'My Modelit webservice' ...
‘Menubar' , 'none' ,
‘closereq’ ,@donotkill,
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‘Numbertitle' ,lofft
‘dock’ ,‘'on' );
hmenu=uimenu(HWIN, 'Label' ,'Options' ); %to activate docking
uimenu(hmenu, ‘Label' , 'Close webservice' , ‘callb’ J{@removeWindow,HWIN});

%

function donotkill(obj,event)

warndlg({ 'Use menu "Close webservice" to stop the webservice' b
'Prevent accidental close' , 'modal' );

%

function removeWindow(obj,event,HWIN)

if  stremp(
questdig( 'This will end the webservice. Continue?' ,
‘End application’ y e
'Yes' , 'No' , 'No' ), ...
'Yes' )

delete(HWIN);

end

Code example

The code below combines the two notes listed above. The example may
be compiled with the command:

mcc -m -C -d exe_webserver installwebservice

This results in an A.exed and n.ctfo
directory of the machine that wi Il run the webserver. On this machine the
Matlab runtime library as found

http://nl.mathworks.com/products/compiler/mcr/ must be installed as
well.

Also Tomcat Apache (see chapter 3 for installation instructions) and the
MatlabServer jar file (see chapter 4 for installation instructions) must be
present on this machine.

function installwebservice
%entrypoint of webservice. This module wil | install the webservice.

%compile command (save results in directory "exe_webserver"):
%mcc - m - C - d exe_webserver installwebservice

%Assist end users with setting the classpath right
if ~verifyClasspathFile

return
end
%Define some globals to k eep track of the webservice status
global N %total number of calls
global E %total number of errors

global TCALL %instant of last call

N=0;
E=0;
TCALL=now;

% Create a server on the specified port, port should be a port specified in
% the web .xml in the matlabserver directory in the Tomcat root

server = createMatlabServer(4444);

% Set callback to be executed when server receives a request from client
set(server, ‘ServerinvokedCallback' , @webserviceCallback);

% Start the webservice

server.start Server;

%Start loop to prevent the program from returning to cmd window. Everry 15
%minutes, display a status update in the console
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while 1
disp(sprintf( '%s: #calls: %d #errors: %d Last call: %s' -
datestr(now),N,E,datestr(TCALL)));
pause(900)
end

%
function webserviceCallback(obj, event)

% webserviceCallback - Callback called by a MatlabServer object
%

% CALL:

%  webserviceCallback(obj, event)

%

% INPUT:

% obj:

% handle to the MatlabServer object which triggered the callback
% event:

% ServerEvent with query and response information

%

% OUTPUT:

%  No output

%

% Copyright 2008 - 2015 Modelit, www.modelit.nl

global N %total N umber of calls

global E %total number of errors

global TCALL %instant of last call

% It's good practice to always surround the callback with try catch
% and always return an answer to the client

try
N=N+1,
TCALL=now;
% Collect some requ est information
S = event2struct(event);
% Generate the response
response = HTML(S);
% Return response to the client
sendResponse(event, response,
‘contenttype’ , 'text/html’ ) % The MIME type
catch me
E=E+1;
sendRe sponse(event, errorMessage(me.message),
‘statuscode’ , 500, ‘contenttype’ , 'text/html’ ) % The MIME type
end

%

function text = HTML(S)

% HTML - Make a simple HTML string
%

% CALL:

% text = HTML(S)

disp(S.RequestQueryString);

GETArguements = parseQueryString(S.RequestQueryString);

for k=1:length(GETArguements)
input.(GETArguements(k).name)=GETArguements(k).value;

end

%Verify input arg "x" was specified
if ~isfield(inpu t, X' )

error(  'Input argument "x" is required' );  %==>jump to catch
end

%Verify input arg "y" was specified
if ~isfield(input, V')

error( 'Input argument "y" is required' );  %==>jump to catch
end

text={ '<html><center>'
sprintf(  '<h1>%s</h1l >' datestr(now))
sprintf(  '<h2>HTTP: %s</h2>" ,S.RequestMethod)
sprintf(  '<h2>Query: %s</h2>' ,S.RequestQueryString)
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sprintf( '<h2>From: %s</h2>' ,S.RemoteAddr)
sprintf( '<h2>CPA: %s</h2>" | ...
num2str(addition(str2double(input.x),str2double(in put.y))))
'</center></html>' h

text = [text{:}];

%

function text = errorMessage(msg)

% errorMessage - Make an HTML error message

%

% CALL:

% text = errorMessage(msg)

text = { '<h tml><center>'
sprintf(  '<hl >%s</h1>"  datestr(now))
sprintf(  '<h2 style="color:red">%s</h2>' ,msg)
'</center></htm/[>' IS

text = [text{:}];

%

function result = addition(x,y)

r esult = x+y;

The code for this example is given in:
matlabcode \examples \installwebservice.m

Programming reference

All functionality of the Modelit Matlab Webservice is accessed through 2
objects:

the MatlabServer object and the ServerEvent object. The is created by
the toolbox function "createMatlabServer", while the ServerEventObject is
passed on as an argument to any callback that is triggered by the by an
internet request.

createMatlabServer

The MatlabServer Obiject listens to a port to requests from the
MatlabServer servlet. If a request is made by the servlet a user defined
callback can be triggered that handles the request and response.

Constructor:
Matlab | obj= createMatlabServer(port)
code
Input | port A port number to which the object is listening . This
argument must correspond to one of the ports specified
with the Aportod property in t
section 4.2).
Output | obj The MatlabServer object that has been created.
Notes | Use createMatlabServer(port) to ¢ reate a MatlabServer.

Methods:
Matlab | startServer(obj)
code i
Input | obj | The MatlabServer object.

Output | This command generates no output.

Matlab | stopServer(obj)
code

Input | obj | The MatlabServer object.
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ouput | This command generates no output. |

Fields :

Usage: value = get(obj, fieldname)
set(obj, fieldname, value)

port

The port number to which the object listens. This argument must
correspond to one of the ports specified with the "port" property in the
web.xml file (see section 4.2).

ServerlnvokedCallback

A Matlab function handle. This function is called when a request is made

on the port the MatlabServer is listening to. Like any Matlab callback, the

callback is triggered with at least 2 arguments. Only the second o f these,
referred to as " ServerEvent object” is relevant in the present context.

Example Matlab code:

server= createMatlabServer(4444)
set(server,' ServerinvokedCallback',@myCallBack)
server.startServer;

ServerEvent Object

The callback of the Matlab  Server object is triggered when a request is
made by the servlet. The callback is called with the standard Matlab

callback arguments: An object and an event . For processing only this
ServerEvent object is relevant. It contains the request information and

can be used to set the response.

All interaction with the ServerEvent Object through the following methods
1 getinputString

 event2struct
1 sendResponse
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Methods:
Matlab | S = event2struct(event)
code
Convert a ServerEvent to a Matlab structure
Input | event | ServerEvent with fields:
Output | S RequestQueryString Char string  with the query string
that is contained in the request
URL after the path
RequestMethod This field is any of GET, POST,
PUT, OPTIONS or DELETE
Note: More information about
HTTP metho ds can be found here.
RemoteAddr Char string containing the IP
address from where the HTTP
request was made
RequestBody Char string containing the bod y of
the HTTP request.
Note: The body is empty for HTTP
get requests.
RequestContentType Char string  with the MIME type of
the body of the request.
Note: More information about
MIME methods can be found here .
Matlab | sendResponse(event, data, varargin)
code
Send response to client
Input | event The nl.modelit.matlabserver.ServerEvent.
data String or int8 array with data to send
The input argument for this method is a string or
an int 8 array. Using the
nl.modelit. matlabserver.Utils.readBytesFromFile(file
name) and setting the correct Response MimeType
(e.g. filename is a .pdf file and MimeType is
Aapplication/ pdfo causes th
the a .pdf file.
varargin parameter value pairs, possible values:
- statuscode (default 200)
HTTP statuscode
- contenttype (default 'text/ntml’
data MIME type
status

Number with the statuscode for this response.
E.g. code 200 for OK.
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Note: More information about HTTP statuscodes
look here.

contenType

the response content type

String with the MIME type of the response.
Setting this value to for
6t ext/ xml 6 e roaderiteecsrredtiyhdeal with
the content.

Note: More information about MIME methods can
be found here.

Matlab | value = obj.getArg()

code

Input | obj

The nl.modelit.matlabs  erver.ServerEvent.

Output | value

java.lang.String Error! Bookmark not defined. with the query
string or body (in case of a HTTP Post request).

Notes | This method is deprecated, use getRequestQueryString or

getRe questBody instead.

Troubleshooting

Java exception

The following error may occur when you try to start a MatlabServer twice
within a single Matlab session.

java.net.BindException: Address already in use: JVM_Bind

Exception in thread "Thread

- 18" java.lan g.NullPointerException

at nl.modelit. matlabserver.MatlabServer$Caller.dolisten(MatlabServer.java:53)
at nl.modelit.matlabserver.MatlabServer$Caller.run(MatlabServer.java:36)

In this case you should restart the Matlab session.

Callback cannot be reached for specific ports

It is important that you first start the Matlab Webservice object(s) before
you hit the monitor Tomcat button. Once Tomcat is active it attempts to
forward incoming calls to the ports that were specified in web.xml (see

section 4.2).

If Tomcat receives no answer from a specific port it will conclude that no
process is listening to this port and will disable this port for the remainder

of the session.

You will need to stop and start Tomcat to pick up any po rts that have
been disabled by the mechanism described above (see Figure 3).
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Windows Firewall Configuration on the Webservice

Machine

Configuration on Windows XP

Below you will find screen dumps that illustrate how to configure t

he

firewall on Windows XP Service Pack 2. For Windows 7 please refer to

section 9.2.

Opening a port

Go to the Control Panel and start the Windows Firewall dialogue.

Use "Add Port" to allow messages to be passed on to a specific

In our example we open port 8080.

%= Windows Firewall

General| Exceptions | Advanced

“windows Firewall is tumed off. Your computer iz at rigk. of attacks and intrusions
fram outside sources such as the Internet. We recommend that you click the
General tab and select On.

Pragrams and Services:

Mame A
ABBYY FineReader

Discover

eclipse

File and Printer Sharing

Files and Settings Transfer wizard
[ Firefox

Free Download Manager

FTP Replication Maonitar

FTP Replication Monitar
Java[Th] Platform SE binary

[ addPogam. | [ addPot. ][ Edt.  |[  Deele |

Display a natification when ‘Windows Firewall blocks a pragram

“wihat are the risks of allowing exceptions?

Press <Add Port>

Change Scope E

To specify the set of computers for which this port or program is unblocked, click an
option belaw.

To specify a custom list, type a list of IP addresses, subnets, or both, separated by
commas.

) Ay computer (including those on the Internet]
() My retwark [subnet] only
L

82.171.79.175/255.255,255.255 82.199.88.0/255.255.255.0.213.

Example: 192.168.114.201.192.168.114.201 /255255, 255.0

Specify a list of IP numbers that will
have access to the webservice.

44

port.

Add a Port

X

Llze these zettings to open a part through ‘Windows Firewall. To find the part
number and protocal, consulk the documentation for the program or service pou
want bo e,

MHame: pa0aa
Port number: | 8080
@ ICP Oupp

‘what are the rizks of opening a port?

|

Specify (any) name
Specify port number
Press <Change Scope>

Cancel
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9.1.2 Restricting access

Enter all IP numbers. Note that these must be separated by with comma's
and avoid typing blanks.

9.1.3 Adding a range of IP - addresses (subnet mask)

Example 1

Suppose you want to add any ip address that matches:
AAA.BBB.CCC.*

In this case add the following entry in the custom list
AAA.BBB.CCC.0/255.255.255.0

Example 2

Suppose you want to add any ip address that matches:
AAA.BBB.*.*

In this case add the following entry in the custom list
AAA.BBB.0.0/255.255.0.0

Note:

Once you have entered and saved a specific ip address such as:
AAA.BBB.CCC.DDD

Next time you open the dialog you may see:
AAA.BBB.CCC.DDD/255.255.255.255

This is the equivalent subnet mask.

9.14 Active settings

It is recommended to maintain a separate table of IP settings and users in
your webservice deploym  ent plan as well as a string to be entered in the
XP firewall console.

IP address User

123.123.123.0/255.255.255.0 All in company 1

124.124.124.124 | Company 2

Complete string to be entered, note comma separation:
123.123.123.0/255.255.255.0,124.12 4.124.124

- Do not include any spaces in the string above.

- Note that windows may append "/255.255.255.255" if subnet mask is
omitted.
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Configuration on Windows 7

Interactive setup

The procedure to configure the firewall on Windows 7 involves the
followin g steps:

Go to windows Firewall;

Go to Advanced settings;

Add rule for incoming connections;

Press "New rule”;

A window with 4 radio buttons opens;

Select Port (Next);

Select TCP and Specific local port (Next);

Allow connection (Next);

Check boxes Domain , Private and Public (Next);
Specify Name (Complete);

Now the new rule appears in the list;

Select this rule and press "Properties”;

A tabbed window appears;

Select the tab "Reach";

Specify all external IP addresses that have access.

A A8 -_8_8_9_9_9_-9_-292_-4_-°_2_-4a_-°

Command line setup

The interactive setup can be troublesome if many IP addresses are

whitelisted, especially because the WIN 7 firewall requires one to specify

all allowed whitelisted IP addresses one by one, and does not allow

pasting a range of IP addresses, as is possible in the XP firewall interface.

A work around for this is to use the windows netsh command from a dos

box.

1 Open a command window

i Paste and execute the "netsh" command that is stored in a separate
webservice deployment plan

An example if a "netsh" command is given below:

netsh advfirewall firewall add rule name=MYRULE dir=in localport=8080
protocol=tcp action=allow remoteip= 111.111.111.111 ,222.222.222.222

This command will add (not overwrite!) a rule name "MYRULE" and

whitelist ip addresses  111.111.1 11.111 and 222.222.222.222 for port
8080.
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Setting up the TCP/IP configuration on the server

TCP/IP properties

To be able to set up port forwarding, it is required that the computer that
runs the webservice, has a fixed IP address. This makes it possible t 0
forward any request that comes in at the router to the server machine.

In some networks each machine gets its IP address automatically from the
router in a range (for example) starting at 192.168.1.2. This mechanism
is called DHCP.

It is recommended to fix the IP address of the webserver machine on an
address that is outside the DHCP range. In our example we use the fixed
address "192.168.1.100". This address must correspond with address
configured in the port forwarding option, see chapter 3.4.1.

Note: If your router supports "bind IP to Mac Address" we recommend

using this option (see section 11.2). In this case you may skip this
chapter.
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& | ocal Area Connection
Connected, Firewalled
E MWYIDIA nForce Metworking Co...

- Local Area Connection Status

General
e . . | ocal Area Connection Properties
Status: General |Authentication | Advanced |
Duration:
Speed: Connect using:
‘ EHS NVIDIA nForce Metworking Contraller ‘
IEEEEEE | ernet Protocol (TCP/IP) Properties 2%
Activity General
You can get IP settings assigned automatically if wour network supports
this capability. Otherwise, wou need to ask your netwark administrator
for the appropriate IP settings.
Packets: Install..
- () ©btain an IP address automatically
D escription .@
Transmission
wide area net IP address: 192 165 . 1 . 100
- across diversg
Subnet mask: 255,255 .255 . 0
[ Show ican in Default gateway: 192 165 . 1 . 1
Matify me wh

Cbtain DNS server address automatically

(®) Use the Following DMS server addresses:

Preferred DNS server: 192 166, 1 . 1

Alternate DNS server:

|

[ Ok, ] ’ Cancel ]

Verifying TCP/IP properties

Open a DOS prompt and enter the command "ipconfig -all".

Verify that IP address is equal to the address specified in the previous
step.
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WINDOWSsystem 3 2\emd. exe

crosoft Windows [Uers

ion 5.2.37981

L4 Copyright 1985%-28083 Microsoft Corp.

IC:~Documents and Settingsszijppr*ipconfig —all

Windows IP Configuration

Host Name . . . . .
Primary Dns Suffix
Hode Type . . . . .
IF Routing Enabled.
WINS Proxy Enabled.

Ethernet adapter Local

Connection—specific
Description . . .
Physical Address
DHCF Enabled. .

IF Address. . .
Subnet Mask . .
Default Gateway
DNS Serwvers . .

mode lit—guad

No
Ho

. . Unknown

Area Connection:

DHE Suffix
MUIDIA nForce Metworking Controller

: Mo

= 192.168.1.10680
: 255 .255.255.0
: 192.468.1.1

: 192.468.1.1

C=“Documents and Settings“zij
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Setting up port forwarding on the network router

Introduction
There are many network routers available on the market. Mos t of them
have a console that can be reached through a specific IP -address in the

local area network. As an example, this manual describes the procedure
for a specific router. For other routers the procedure will be similar but
not identical. The procedur e may require some experimenting. If you
experience any difficulties, you may search the Internet with keywords
"port forwarding" or "port redirection" combined with the name of your
hardware.

Step 1: disable DHCP on the server

It is recommended that DHCP is switched off on the machine that runs the
Matlab Webservice (see chapter 10). Some routers support the function
"Bind IP to Mac", in this case you can leave DHCP on the target machine
switched "on" and assign a fixed IP addr ess from the router console.

Example: setting up port forwarding on Draytek Vigor 2920

1 Gotothe web -console of your router. Usually this is located at:
http://192.168.1.1/
1 Add a new port redirection rule. Specify the following:
1 Mode: This is a Draytek spe  cific option, select single;
I Service name :any name may be specified here;
9 Protocol : select TCP
1 WAN IP: This is a Draytek specific option. Select All, Wan 1 or Wan
2. If you specify "All" your webservice will be reachable trough 2
ISP's. This allows users  to apply failover: If the first IP does not
respond, they can try the second one;
1 Public Port : select the port number that people will use to reach
your webservice;
Private IP : specify the IP of the machine that runs the webservice;
Private Port : specify t he port number that matches the parameter
"Connector port" as specified in section 3.4.1 . In the example
"Public Port" matches "Private Port" but this is not required.

=a =
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%) DrayTek Vigor2920 - Mozilla Firefox [S=E

Bestand Bewerken EBeeld Geschiedenis  Bladwijzers Extra  Help

|| DrayTek vigarzo20 | + | v

ENCEE B

)2 | [ hepyirez.aes.1.1
€ )2 || O e i

V|g0r2920 Series DrayTe’(

Dual-WAN Security Router

Auto Logout v

NAT => Port Redirection

Quick Start Wizard

Service Activation Wizard Index No. 3

Online Status

- [ Enable

wan Mods

NAT Service Name Modelit\WWehserser
rotocol
» WaN TP [1.41 v
3

Firewall Public Port -ﬁua[q

User Management Private IP 192.168.1.100

Objects Settin

CSJM g Private Port 8080

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
USB Application Ok ] [ Clear ] [ Cancel
System Maintenance

Diagnostics

Note: In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have
been entered,

Product Registration

All Rights Reserved.

Figure 6: Setting up Port Redi rection on a Draytek router.

Advanced topic: Setting up redundant servers and WAN's

If you need to meet rigid availability requirements, it might be a good idea
to use redundant WAN connections and/or redundant servers. The latter
also helps to increase ca  pacity of the webservice.

Figure 7 shows an economical way to do this. For this you need:
1 2 independent ISP's, for example via cable and ADSL;
1 adual WAN router.

The configuration shown in Figure 7 makes ..
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Router
IP address 1 port 8080 server 1
[ |
IP address 2 port 8081 server 2
[ |
server 3
server 4

Figure 7: Redundant WAN and server setup

An alternative configuration would be to use two separate routers

Router 1

IP address 1 port 8080 server 1

Router 2
IP address 2 port 8081

server 2
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12 Verifying the Matlab Webservice installation

12.1 Verification with a web bro wser

To call the webservice simply type the URL, port, directory and arguments
of the webservice in the address bar of the web browser. For example:

http://localhost:8080/TripCast?id=123456&fromlat=52.66&froming=4.69

&tolat=51.61&tolng=5.33&depart=1&time=2 0090607180000&reliability=
0
To call the webservice from a remote location (a computer outside your

local area network or a smartphone) simply type the URL, port, directory
and arguments of the webservice. For example:

http://85.149.xxx.xxx:8080/TripCast?id=123456&fromlat=52.66&froming

=4.69&tolat=51.61&tolng=5.33&depart=1&time=20090607180000&relia

bility=0
12.2 Verification with Firefox Poster

Firefox Poster is a developer tool for interacting with web that lets you
make HTTP requests such as HTTP GET, HTTP POST and HTTP PUT. Poster
is useful to test a webservice that handles HTTP POST request.

Poster can be in stalled in Firefox from:
https://addons.mozilla.org/nl/firefox/addon/poster/
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